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California Consumer Privacy Act (CCPA) – Background

How did CCPA originate?

▪ Real estate developer, Alastair MacTaggart, spent $3 million to submit a ballot initiative after hearing a Google engineer say, 

“If people just understood how much we knew about them, they’d be really worried.” 

▪ In a rush to defeat a stricter privacy-focused ballot initiative, California legislators fast-tracked CCPA, which went from draft 

to law in less than one week in late June 2018.

▪ The legislative intent was to increase transparency, control, and accountability over the use of personal information.

▪ A technical amendments bill was enacted in late September 2018.

▪ Several bills are pending in the California legislature to seek further amendments to CCPA and the session ends today.  The 

proposals are not just from the business community—they’re also from privacy groups.  Mr. MacTaggart continues to be a 

gatekeeper for proposed amendments.

Is CCPA just a CA version of the EU’s General Data Protection Regulation (GDPR) that went into effect in May 2018?

▪ No—while there are some similarities, there are material differences (see slide 7 for examples).



3

California Consumer Privacy Act – Basics

When does it become effective?

▪ January 1, 2020 - not a long lead time to get into compliance; State Attorney General cannot bring action for non-

compliance until sooner of July 1, 2020 or six months after regulations are passed.

Who does it protect?

▪ California residents, whether or not they are acting in a “consumer” capacity (B2B contacts, employees, etc.).

➢ One of the pending bills (AB 1355) contains certain exemptions for natural persons in a B2B context, but it would 

sunset on January 1, 2021.  Another pending bill (AB 25) contains certain exemptions for natural persons in an 

employee context, but also has a one-year sunset.  Neither bill is a model of clarity and so each potentially is open to 

interpretation about the persons and activities that would fall under the exemptions.

What type of data is covered by the law?

▪ Personal information, which is defined very broadly (even more so than GDPR) as including “any information that directly or 

indirectly identifies, relates to, describes or can be associated with or reasonably linked to a California resident or 

household.”  Yet another pending bill (AB 874) would add “reasonably” for the “associated” standard as well.

➢ Includes traditional types of personal information and other information about an individual: sensory, biometric, 

household, and device information (e.g., IP address, device IDs).
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Applicability and Scope: are you a “business” subject to  

CCPA?

Business excludes non-profits, but can include parents and subsidiaries of for-profits.

▪ Any entity operated for profit/financial benefit of shareholders/other owners – so, sole proprietorship, partnership, LLC, 
corporation, association – doing  business in California, collecting (or having collected on its behalf) personal  information, 
that jointly or with others determines the purposes and means of processing of  personal information, and meets any one of 
the following thresholds:

➢ Gross yearly revenues over $25M (being interpreted as globally and not just for CA),

➢ Processing personal information of 50K or more consumers, or

➢ Deriving 50% or more of revenue from selling consumer personal information.

▪ Also includes controlling parent of a business and entity controlled by a business when they share common branding.

The definition, especially regarding controlled entities that have common branding, have raised some interesting 
questions:

▪ Is a company’s 401(k) plan covered as a “business”?

▪ What about a company’s private foundation?

Can the business fit into an exemption?

▪ Most exemptions apply only to regulated personal  information that is collected or used by a regulated entity. CCPA may 
therefore apply to residual personal information even within generally regulated entities.
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Sweeping changes to the US privacy landscape

Rights granted to California residents:

▪ The right to know what personal information is being collected about them (and requires more specificity than is common in 

many companies’ existing Privacy Notices/Policies).

▪ The right to know whether their personal information is disclosed or sold and to whom.

― The right to say “no” to the sale of their personal information.

▪ The right to access their personal information (45 days to provide).

― Including the categories and specific pieces of personal information collected over last 12 months, categories of sources 

from which it is collected, purposes for collecting it, and categories of third parties to whom it is shared.

▪ The right to be forgotten: Comply with an individual’s request to have a business delete the information it has collected from 

the individual unless you have a legal or true business purpose to retain it.

▪ The right to equal service and price, even if CA residents exercise their privacy rights.

Penalties:

▪ State Attorney General:  $2,500 per violation or $7,500 per intentional violation (could be per record in a database) if not cured 

in 30 days.

▪ Private right of action:  $100 - $750 per CA resident or actual damages, whichever is greater, for breaches that are 

subject to CA’s data breach law.
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Questions a covered business must be able to 

answer regarding California residents’ personal 

information

1. What specific pieces of personal information were collected in the past 12 months? 

2. What categories of sources is personal information collected from? 

3. What are the business or commercial purposes for collecting or selling personal information? 

4. What third parties does the business disclose personal information to? 

5. What categories of personal information were disclosed for a business purpose in the last 12 months?

6. What systems and repositories contain personal information? 

7. What disclosures or commitments does the business make regarding privacy for personal information?

8. Does the business have the ability to permanently delete personal information if required to do so?

9. Can the business identify new (or changes to existing) processes or systems that involve personal information?

10. What scenarios would the business be considered to be “selling” (or buying) personal information?

11. What categories of personal information were “sold” in the past 12 months?

12. Where the business “sells” (or buys) personal information, can the business stop if an individual says “no”?
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How is CCPA different than GDPR?

Area CCPA GDPR

Scope Activities that involve the processing of CA resident personal 

information

Activities that involve the processing of EU resident personal 

information

Definition of 

personal 

information

Information that identifies, relates to, describes, is capable of 

being associated with, or could reasonably be linked, directly 

or indirectly, with a particular consumer or household

Similar to GDPR, except CCPA expands definition to 

include “households” and expressly includes “indirectly 

linked” data, neither of which are not specifically called out by 

GDPR

Prescriptive vs 

principles based

Prescriptive requirements Principles based (risk-based approach to compliance)

Privacy notice Online privacy policy or website must advise individuals of 

their rights and identify for the prior 12 months:

• The categories of personal information collected about the 

individual and the categories of sources of such personal

information

• Purpose for collection or sale of personal information

• Categories of third parties that the business shares 

personal information with

• Similar to GDPR, except that a lawful basis, cross-border 

transfer, and retention period does not have to be identified 

under CCPA

• CCPA limits disclosure requirements to preceding 12 month 

period, whereas GDPR has no time limits

Individual rights • CCPA, like GDPR, provides a right of access and right of 

erasure

• CCPA requires response within 45 days, whereas GDPR 

requires one month

• CCPA only requires disclosure covering prior 12 month 

period

• Must provide toll-free number and online method to 

exercise rights

• Similar to GDPR except that CCPA does not provide a 

broad right of businesses to raise objection to the 

request as the GDPR does

• GDPR does not mandate specific methods to exercise 

rights

Compliance with the GDPR does not ensure compliance with the CCPA. Some key differences include:



THANK YOU


